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Tenants' private details put onlinein
housing agency data blunder

Staffordshire | News | Published: Oct 4, 2014

The personal details of thousands of Midlands housing tenants have
been published online in a huge blunder.
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Names, addresses, telephone numbers, email addresses, details of illnesses and
private family circumstances were put on the website of the South Staffordshire
Housing Association.

Cancer patients, ex-police officers, pensioners and the disabled were among
those to have their details laid bare for all to see.
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HCA in information security
breach

131017

The Homes and Communities Agency (HCA) has reported
itself to the Information Commissioner’s Office (ICO) after
accidentally revealing the email addresses of some
housing association staff.
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Sharelines

» HCA in information security breach #ukhousing

The HCA sent an email to 508 housing associations that unintentionally
made visible the addresses of other recipients.

In a statement, it said: “While the information disclosed was not sensitive,
we are taking this breach very seriously and apologise unreservedly.

“This incident should not have happened and we are committed to acting
transparently with all relevant parties. We are in the process of contacting all
of the providers affected by the breach and we are taking urgent steps to
ensure this never happens again.”
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Background

General Data Protection Requlation (GDPR)

Comes into force on the 25t May 2018 in the UK (even with Brexit)
» Data Protection Bill introduced to House of Lords on 13t" Sep 2017
» Second reading in House of commons on 5" Mar 2018

Applies to organisations processing personal data

Enhanced rights for consumers and citizens

Increased obligations on organisations

More powers for regulators

Elizabeth Denham
Information Commissioner
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Your rights

Putting consumers and citizens first

The right to be informed about how information is processed (Articles 12 to 14)

The right to your information (Article 15)

The right to rectification of incorrect or outdated information (Article 16)

The right to be forgotten (Article 17)

The right to restrict how your information is processed (Article 18) “
The right to data portability (Article 20) é %
The right to object to having your data processed (Article 21)

oo NSV DWN S

The right to see how are made (Article 22) ‘
The right to for processing (Article 7(3))
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s GOV.UK COntinuous REcording of Lettings and Sales in Social
Housing in England

Home LearnAbout CORE FAQ Alerts ContactUs

Privacy principles

laarn Ahnutk COPE

Putting consumers and citizens first (Article 5)

CORE Lettings Log 20 1 71{1 8 4ai) Has anyone in the household ever served in the UK Armed Forces as a

regular or a reserve? (Excluding National Semcel):l
Is this an Affordable Rent AR l:' Social |:| ) Yes - n_egular I:l 1 Yes-reserve |:| 4 No 2 . Refused I:[ 3
- ii) If they've ever served as a regular, have they left within the last five years?
Social Rent or Rent To Buy v T Mol 2 Refused[ 3
= es
Letting Log? Rent To Buy l:‘ 4b. Has anyone in the household beem seriously injured or ill as a direct

. Lawfulness, fairness and transparency ey ST o0 e | i s

Tenancy start date ‘ | | ‘ | | ‘ 5. Does the household contain a pregnant woman?
DO NOT LEAVE BLANK Yes[ 1 Mo e Refused [ ] 3

M M M M M M LANDLORD / LETTINGS DETAILS v il RentTo [ 6 P - " B - ing- < only
. Purpose limitation -> tenancy administration | [fmte™ " o o .
‘;:Tfan;g\éefe roider Letingin sugportedunt [T 2 6 10 Not in receipt of UC or HB [ ] 9 Don'tknow [ | 3

OR

7 UC —with housing element (and not in receipt of Housing Benefit) D 6

M . M M - B ; General Needs unit I:I 3
° I \d e q u acy a n d re | eva n Cy (d ata I I l I n I I I I I Satl O n ) Local Authority fandlord Leting |n< Supported unit I:I 4 8 UC — without housing element (not in receipt of HB and tenants not 7
eligible for housing support, e.g. residential care home)
FOR GENERAL NEEDS HOUSING ONLY ~ ) i D -
1b. Who is the landlord on the tenancy agreement? JC — without housing element (2nd in receipt of HE -
yag 7. How much of your income comes from universal credit, state pensions or

1
2
3
4. Accuracy and up-to-date s P e i e e e o e e
5
6
7

CORE code 3 Don'tKnow
¥ another RP (HAILA) { | | | | | Al [] 1 some[] 2 nNone 1 on'tknow [ ] 4

8. Tenant’s or tenant and partner’s net weekly income (after tax deductions)
. . . . . . . Name
r | m I I n - > h r I I I n I n f rm I n For those receiving Universal Credit, enter net weekly income from employment,
° S t O a g e I FOR SUPPORTED HOUSING ONLY pensions and Universal Credit. Exclude child benefit and council tax support
1c. Please enter the management group and scheme code for the property | For those not receiving Universal Credit, enter net weekly income from employment,
Management group code Scheme code pensions and other benefits. Exclude housing benefit, child benefit and council tax

. Security (confidentiality & integrity) [T [IT1 | somnmoss

1d. Is this the first letting in a supported housing unit / bed space which has 9a. In the tenant's view what was the main reason the household left
been newly built, converted or newly acquired? their last settled home? Under occupation — offered D 2
ol o Yes |:| 1 No |:| 2 Permanently decanted from another [ 4 incentive to downsize
I property owned by this landiord Under occupation — no incentive D 30
° } \CCO u n a I I y TENANCY DETAILS Left home country as refugee D 2 Property unsuitable because of D 13
2a. Is this a starter / introductory tenancy?  Yes |:[ 1 Neo |:| 2 Discharged from prison or from long- ill health / disability
- - - stay hospital or other insfitution Property unsuitable because of D 14
2b. Type of main tenancy (after any starter/introductory period) v Loss of tied accommodation I:I 4 poor condition
Secure (inc flexible) D 1 Licence agreement |:| 5 Domestic abuse I:I 7 ford D 35
A d D 2 (supported housing/aimshouses only) (Non-violent) relationship breakdown 8
ssure Other 3 with partner D
Assured shorthold I:I 4 Tenant Cndel . Asked to leave by family or friendsD 9

- -
2c. If the main tenancy is a fixed term tenancy, please provide the length of Racial harassment D 10
the fixed term (fo the nearest year) excluding any starter/introductory period Other problems with neighbours I:[ 1"

Property unsuitable because of
Years overcrowding D 12 To move nearer to family /

U
friends / school I:l

To move nearer to work D 17
To move to accommodation
with support D 18

HOUSEHOLD DETAILS

3. HOUSEHOLD CHARACTERISTICS. Enter all demographic details required for person 1
For all other household members enter age. sex. relationship to person 1 and economic status.
If joint tenancy. enter most economically active tenant first.

¢ To move to independent D 10
Relationship Economic ~ D 34 accommodation
Age Sex  fopersoni status  Ettnicty  Nationality & Hate crime [] 31
i i Person 1 | | ‘ | s | | | | | | Other DZD Don't know [] 28
. . | S S e ) W W — 9b. Was the reason for leaving a direct result of the removal of the spare
Informatlon Secu rlty | 1] I I FLEASE ENTER RELEVANT room subsidy or benefit cap introduced from 20132
Person 2 LONE BIEASE BEEER TO (this is most likely o apnlv ifopfions 4 99 30 33 34 or 37 wers selacted for Gz
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Explicit consent is required for
data processing
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Legal basis

When can I process personal data (Article 6)

Consent

Performance of contract

Comply with legal obligation

Protect the vital interest of data subject
Public interest

o v bW~

Legitimate interests of the controller
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Why compliance is difficult

1. Principles based legislation (c.f building regulations)

2. Senior Management
a. Understanding
b. Buy-in (what is the minimum)

Not compliant with DPA 1998

Competing (and conflicting) priorities

Data quality

Requires involvement from across the business
Skills and expertise

©® NO L W

Noise
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You should review how you seek, record and manage

Q...
Where to start

. nsent and whether you need to make any changes.
RENEGN (@040 12 steps to take now Refresh existingconentsnow ey don' mee e

eChildren

You should start thinking now about whether you
need to put systems in place to verify individuals’
ages and to obtain parental or guardian consent for
any data processing activity.

Awareness

You should make sure that decision makers and key
people in your organisation are aware that the law is
changing to the GDPR. They need to appreciate the
impact this is likely to have.

©

Data breaches

You should make sure you have the right procedures
in place to detect, report and investigate a personal
data breach,

Training and awareness 2]

Information you hold

You should document what personal data you hold,
where it came from and who you share it with. You

I n f O r- m at i O n a u d i t may need to organise an information audit.

B Communicating privacy information

L] L]
P r I V N I You should review your current privacy notices and
put a plan in place for making any necessary

changes in time for GDPR implementation.

Data Protection by Design and Data
Protection Impact Assessments

You should familiarise yourself now with the ICO’s
code of practice on Privacy Impact Assessments as
well as the latest guidance from the Article 29
Working Party, and work out how and when to
implement them in your organisation.

Record of Processing Activity © i s 1 S —

You should check your procedures to ensure they r
cover all the rights individuals have, including how e ORI sy fn/tace

P ility
for data protection compliance and assess where this

you would del::‘ed ?:r:ona' data oru gerzv;::::tn Subject access requests role will sit within your organisation’s structure and

.
Subject Access Requests (SARs) o s e e ST,
provide any additional information. Data Protection Officer.
C b e rS e C u r I t Lawful basis for processing personal data International
oren h If your organisation operates in more than one EU

You should identify the lawful basis for your member state (ie you carry out cross-border

processing activity in the GDPR, document it and processing), you should determine your lead data

Privacy Impact Assessments ICO ico.org.uk i ey orrty i £ Vs
DPOs
Supplier assurance

O 00 N O LT N W N =

10. Developing your BAU Privacy capability
bidi Y
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Where to start

Information audit

What : :
Where Privacy Notice

(Art 12)
Who  (Concise
* Transparent
 C(Clear

How long
Why (purpose)
Legal basis

-
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SAR process map for Customer Service

Step 1: Validation

Subject access requests

@
§ -
o
3
O A
Subject Access Request is not always required to fulfil
simple information requests i.e. rent statements,
repair history for a specific period/issue etc.
--------- ST\—No. No.

S g Ye
2 e

1. Customer and Employee 2
°

° <

SAR process map for Customer Service
° ro Ce SS Step 3 & 4: Information Review & Response

g Seek advice from Privacy Advisor if
3 . o required on data extraction or findings.
n ] Privacy Advisor will Liaise with external
a a I a l O S legal advisors if required. SAR case on Marval
L4 etails of t
Enter into SAR
ation has by ¢
ate and di
SAR
b. Information ion
. ormation extractio
. - ment to confirm
C eview s
° (=}
o
& ny additional
hd S p S A second Spedcialist
carries out the ‘first
reviewer sign-off
A
()
o0
@
c
o A Digital Neighbourhood
= Service Centre Manager
carries out the ‘Second
reviewer sign-off’
Y
E
o
>
2
@A
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Vendor: Is GDPR on your

agenda? Our solution will help
%’ GDPR compliant. )
4 , , A
Recruiter: I am representing a

candidate with 15 years GDPR
experience.
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What does GDPR say about Cybersecurity?

Article 32

1. “Taking into account the state of the art, the costs of
implementation..., purposes of processing as well as the
risk of varying likelihood and severity for the rights and
freedoms of natural persons, the controller...shall
implement appropriate technical and organisational

measures to ensure a level of security appropriate to the
risk...:

a. Pseudonymisation and encryption
b. ...Confidentiality, integrity and availability

d. Regular testing, assessing and evaluating the
effectiveness...

Elizabeth Denham
Information Commissioner
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Case study
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We need to encrypt everything
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Case study

Employee Survey

l

l
First Email Payroll | Directorate | Team DOB | Start Date Salary
name No
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Housing Security & Privacy Forum

Aims of the Forum

Share and exchange knowledge and good practice

Discuss common challenges

Keep abreast of developments in sector

Collaborate & pool resources -> Value for Money

Develop guidance and standards

Raise maturity level in sector 5
Housinge
Securitys
 &Privacy
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