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Who is making the headlines?
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Background

• Comes into force on the 25th May 2018 in the UK (even with Brexit) 

 Data Protection Bill introduced to House of Lords on 13th Sep 2017

 Second reading in House of commons on 5th Mar 2018

• Applies to organisations processing personal data

• Enhanced rights for consumers and citizens

• Increased obligations on organisations 

• More powers for regulators

General Data Protection Regulation (GDPR)
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Elizabeth Denham 
Information Commissioner



Your rights

1. The right to be informed about how information is processed (Articles 12 to 14)

2. The right to access your information (Article 15)

3. The right to rectification of incorrect or outdated information (Article 16)

4. The right to be forgotten (Article 17)

5. The right to restrict how your information is processed (Article 18)

6. The right to data portability (Article 20)

7. The right to object to having your data processed (Article 21)

8. The right to see how automated decisions are made (Article 22)

9. The right to withdraw consent for processing (Article 7(3))

Putting consumers and citizens first
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Privacy principles

1. Lawfulness, fairness and transparency

2. Purpose limitation -> tenancy administration 

3. Adequacy and relevancy (data minimisation)

4. Accuracy and up-to-date

5. Storage limitation -> shortlisting information

6. Security (confidentiality & integrity)

7. Accountability

Putting consumers and citizens first (Article 5)
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Explicit consent is required for 
data processing



Legal basis

1. Consent

2. Performance of contract

3. Comply with legal obligation

4. Protect the vital interest of data subject

5. Public interest

6. Legitimate interests of the controller

When can I process personal data (Article 6)
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Why compliance is difficult

1. Principles based legislation (c.f building regulations)

2. Senior Management
a. Understanding

b. Buy-in (what is the minimum)

3. Not compliant with DPA 1998

4. Competing (and conflicting) priorities

5. Data quality

6. Requires involvement from across the business

7. Skills and expertise

8. Noise
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Where to start

1. Training and awareness

2. Information audit

3. Privacy Notice

4. Record of Processing Activity  

5. Subject Access Requests (SARs)

6. Cybersecurity

7. Privacy Impact Assessments 

8. DPOs

9. Supplier assurance

10. Developing your BAU Privacy capability
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Where to start
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Privacy Notice
(Art 12)

• Concise
• Transparent
• Clear

ROPA 
(Art 30)

Information audit
• What 
• Where
• Who
• How long
• Why (purpose)
• Legal basis



Subject access requests

Classification: Restricted

1. Customer and Employee

2. SAR Process

a. Validation

b. Information extraction 

c. Review

d. Response
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Vendor: Is GDPR on your 
agenda? Our solution will help 
you become GDPR compliant.

Recruiter: I am representing a 
candidate with 15 years GDPR 

experience.



What does GDPR say about Cybersecurity?

1. “Taking into account the state of the art, the costs of 
implementation…, purposes of processing as well as the 
risk of varying likelihood and severity for the rights and 
freedoms of natural persons, the controller…shall
implement appropriate technical and organisational 
measures to ensure a level of security appropriate to the 
risk…:

a. Pseudonymisation and encryption

b. …Confidentiality, integrity and availability

d. Regular testing, assessing and evaluating the 
effectiveness…

Article 32
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We need to encrypt everything



Case study
Employee Survey
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First 
name

Surname Email Payroll 
No

Directorate Team Mgr
Name

DOB Start Date Gender Salary



Housing Security & Privacy Forum

• Share and exchange knowledge and good  practice

• Discuss common challenges

• Keep abreast of developments in sector

• Collaborate & pool resources -> Value for Money

• Develop guidance and standards

• Raise maturity level in sector

Aims of the Forum
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Contact us
Email: Adrian.Leung@chg.org.uk
LinkedIn: https://www.linkedin.com/in/adrianleung1
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