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Continuing housing providers’ focus on tenant services and channel shifting, self-service tools, apps and social 
media are the most likely technology areas for adoption or enhancements within the next 12-18 months. These 
areas are closely followed by internal and external collaboration tools, text messaging and tenant profiling.

Software for choice-based letting, ASB management and text messaging stands out as having been already 
implemented by many housing providers. At the same time, areas such as health and safety, GIS and mapping, 
and e-procurement appear to be some of housing providers’ lowest priorities.
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Care & support systems

Regulatory compliance
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Survey tools & tenant profiling

Text messaging

Collaboration tools (internal or external)

Social media (external)

Customer apps

Self-service tools (for tenants)

Outsourced IT services

Shared IT services

Virtualisation

XaaS (inc. IaaS, PaaS & SaaS)

Thin-client computing

Internet connectivity

Security

Business continuity & DR

Data management & governance

Mobile infrastructure services

It should be noted in the chart below that there is considerable overlap between some of the areas; for 
example, the implementation of a business continuity and disaster recovery service may be based on an 
outsourced or shared IT service.

With housing providers keen to implement or extend mobile working, it is fitting that the infrastructure to 
support this is a high priority. This is followed by a focus on data management and governance, reflecting the 
trend for housing providers to consolidate their data and applications in order to gain a ‘single view of the truth’.

Virtualisation and thin-client computing are the two areas of IT infrastructure that have already been most-
commonly implemented, alongside outsourced or shared IT services as being the least likely to be adopted 
within the next 12-18 months.
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Housing Technology’s forthcoming ‘The E-State of the Nation’ market insights 

report will be the most in-depth assessment of how UK housing providers are using 

technology across all areas of their operations now and what the housing provider of 

the future looks like in terms of its use of technology. The report will also benchmark 

the quality of the main housing IT suppliers’ software, services and delivery models.

Based on consolidated online survey responses from housing providers of all sizes, 

the Housing Technology 2018 report will:

/ �Benchmark the use of existing business applications & technology 

infrastructures

/ Predict future IT plans

/ Assess changing delivery models

/ Measure technology budgets

/ Analyse IT staff and resource metrics

/ Benchmark IT suppliers.

The report will be vital for any senior IT and business executives contemplating new 

technology investments and/or to benchmark their own existing IT estate with those 

of their peers.
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IOT USAGE

The use of IoT devices is expected to be most prevalent 
in new-build properties (around 55 per cent rating for 
importance), followed by retrofitting existing properties 
(around 40 per cent) and least important to housing 
providers’ commercial properties (20 per cent).
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CONCERNS ABOUT IOT DATA PRIVACY, SECURITY AND LIABILITY

Given the frequent coverage elsewhere in the media 
about the susceptibility of some IoT devices to hacking and 
malware, housing providers have significant concerns about 
data privacy (incl. GDPR issues), security and corporate 
liability when considering their IoT plans.

Over one-third of housing providers have ‘considerable 
concerns’ and overall over 80 per cent are worried about 
the security of IoT devices and how IoT data is transmitted, 
handled and stored. A mere 17 per cent are not worried 
about security.
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IOT DATA INTEGRATION WITH EXTERNAL AGENCIES

IoT deployments have the potential to integrate housing 
providers’ data-gathering activities with those of related 
external agencies.

The integration of IoT-derived data with housing providers’ 
contractors and DLOs stands out as the main area for 
information sharing, followed by utilities and local authorities.

Police & fire service

NHS & healthcare

Local authorities
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TENANT INVOLVEMENT IN IOT PROJECTS

For the most part (55 per cent), housing providers are not 
currently involving tenants in their IoT plans, despite the fact 
that tenants will be the primary users of IoT devices. This low 
figure is perhaps an indication that many housing providers’ 
IoT projects are still in a pilot phase as they test the rollout of 
the technology.
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CYBER-SECURITY THREATS IN THE SMARTHOME
Continued from previous page

of malware; this is ‘mal-audio’ (see 
reference three).

Protecting the smarthome against 
hackers isn’t trivial and there are several 
large-scale research projects running 
at the moment aiming to address the 
range of different security challenges 
introduced. However, until these 
produce new smarthome-specific 
methods, following good old cyber-
hygiene principles is an excellent start.

For the majority of webcam attacks, the 
issue was very simple; the owners had 
not changed the default passwords. 
Also, with wifi becoming increasingly 
used by smarthome devices, changing 
the password for the wifi router once 
in a while is never a bad idea. It doesn’t 
need to be every month, but having 
the same password for five years is 
unwise. Similarly, paying extra attention 
when clicking on attachments and 
visiting unfamiliar websites can reduce 
susceptibility to malware.

Finally, while smarthome devices have 
notoriously poor cyber security, most 
reputable manufacturers issue security 
updates when important vulnerabilities 
are discovered. You wouldn’t skip 

your car’s service for years. So, don’t 
leave your cameras, locks and other 
smarthome devices unpatched for 
years either. In the near future, it may 
well be just as important.

References
1. www.ft.com/content/ca2d7684-ed15-11e5-
bb79-2303682345c8

2. www.independent.co.uk/life-style/gadgets-
and-tech/news/baby-monitors-hacked-parents-
warned-to-be-vigilant-after-voices-heard-
coming-from-speakers-a6843346.html

3. www.networkworld.com/article/3162425/
internet-of-things/hackers-could-use-hidden-
mal-audio-to-attack-google-now.html
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CYBER-SECURITY 
THREATS IN THE 
SMARTHOME

Over the last few years, 
homes have been adopting 
artificial intelligence, 
computer communication, 
sensing and actuation 
technologies, in order to 
evolve into smarthomes with 
clear benefits in terms of 
comfort, energy efficiency, 
safety and security. Rather 
paradoxically though, it is 
precisely these benefits that 
are the most vulnerable in 
a smarthome, because by 
adopting the principles of 
computer communications, 
the smarthome has also 
inherited the cyber threats 
that come with them.

Smarthome availability attacks
In the past, home automation was 
based on direct connections inside 
the home, often wired and largely 
isolated from the rest of the world. If 
you needed your lights to be controlled 
automatically based on a set of 
sensors, you would have an electrical 
connection between them or some 
form of network linking them directly. 
Now, for a large number of popular 
smarthome devices, this is not the case.

To manually control your smart 
thermostat, you tap a button on your 
smartphone, which sends a command 
through your home’s wifi router 
through the internet to a cloud service 
of the thermostat’s manufacturer 
(often in a different country), which 
sends the command back to your 
wifi router, which then sends it to the 
thermostat. Technically, the internet 
connection shouldn’t be needed, but 
manufacturers prefer it for a number 
of technological reasons (access to 

artificial intelligence in the cloud) and 
business reasons (access to the data). 

What this means is that if a computer 
virus caught on the internet disables 
your internet connectivity or a malicious 
neighbour cracks your wifi and changes 
the password, then you lose access to 
the thermostat too, and perhaps the 
lights, smart plugs and even locks. 

A similar effect can be achieved by a 
criminal using a radio frequency jammer 
device from just outside the home, 
as the vast majority of smarthome 
devices need some form of wireless 
communication (most commonly wifi, 
Zigbee or ZWave).

Smarthome privacy attacks
The home is meant to be a place to 
enjoy privacy. However, connecting it 
to the smart grid, the cloud providers 
of each smart device’s manufacturer 
and to wireless networks dramatically 
increases privacy risks. 

For example, by monitoring the ZigBee 
network traffic generated in the home, 
one can tell whether there is anyone 
there. Breaching the cyber security of 
the networks of occupancy, motion and 
other sensors from outside the home 
is not trivial, but is facilitated by the 
vast number of security vulnerabilities 
discovered for them on a daily basis 
and published on the internet.

The same is true for smart meters, 
because a household’s electricity 
consumption profile can provide clues 
about whether anyone is at home and 
even what they are doing. 

In 2016, if GCHQ hadn’t interfered at 
the last minute (see reference one, 
below), millions of smart meters would 
have been shipped using the same 
encryption key (which meant that if 
hackers compromised one, they would 
be able to compromise all). Also, 

internet-connected baby cameras have 
long been shown to be attractive to 
attackers, and there have been several 
cases where someone would not only 
look through the camera, but even 
shout abuse to a baby in the nursery 
room through the camera’s speaker 
(see reference two, below).

Voice-injection attacks
Voice-controlled intelligent services on 
smart speakers, such as Amazon Echo 
and Google Home, have been designed 
to improve comfort. Beyond playing 
audiobooks and providing weather 
information, they are increasingly used 
to control smart devices within the 
home. As there is no authentication 
regarding who speaks to the smart 
speaker, any voice can control it. 

So, if a phishing email deceives 
one of the occupants into clicking 
on a YouTube video that at some 
point mentions “Alexa, unlock back 
door”, Amazon Echo will act on this 
command. This is not that far-fetched 
if one remembers the six-year old 
girl who asked Alexa “Can you play 
dollshouses with me and get me a 
dollshouse?” and Alexa did actually 
order a $160 dollhouse. Then, when a 
news presenter repeated this on TV 
while covering the story, several Echos 
in people’s homes attempted to order 
further dollshouses.

As the implications of using 
unauthenticated voice commands in 
one’s home have started to become 
apparent, universities are now carrying 
out research on more high-tech attacks. 

For example, researchers from the 
Berkeley and Georgetown universities 
have even managed to produce 
hidden voice commands, which are 
unintelligible to human beings, but are 
understood by these voice-controlled 
intelligent services. You have heard 

Etienne Roesch, Associate 
Professor of Cognitive 
Science from the University 
of Reading

Dr. George Loukas, Senior 
Lecturer, Department of 
Computing and Information 
Systems, University of 
Greenwich

Dr. Ryan Heartfield, 
Department of Computing 
and Information Systems, 
University of Greenwich

WIFI ROUTER SMART HUB

motion/multi-purpose/
/presence sensors

smart socket

smart scalesmart lightbulb
/smoke alarm

smart camera

smart home 
assistant

occupant’s laptop
/device

LOCAL ATTACKER/
MALICIOUS NEIGHBOUR

REMOTE CYBER ATTACKER
(INTERNET BASED)

The Smart Home

housing-technology.com  |   33  |   housing-technology.com32

THE INTERNET OF THINGS IN HOUSING  |  MARKET INTELLIGENCE  | 2017/18

THE INTERNET OF THINGS  
IN HOUSING

MARKET INTELLIGENCE 
2017/18



WIDESPREAD EXPOSURE TO THE UK SOCIAL 
HOUSING SECTOR

LOGO ON REPORT COVER AND ONLINE 
DOWNLOAD PAGES

REAL-TIME ACCESS TO REPORT DOWNLOADS

COLOUR ADVERT

CORPORATE PROFILE

INPUT INTO THE ONLINE SURVEY QUESTIONS

COST (EXCL. VAT)

FULL PAGE

£12,500

FULL PAGE

The E-State of the Nation 2018 report will be promoted to all of Housing Technology’s 

25,000+ readers and will be available from the Housing Technology web site.

The report’s sponsors and contributors will receive the contact details in real time (via 

email) of everyone ordering and downloading the report from Housing Technology’s 

web site.

GET INVOLVED

The E-State of the Nation 2018 report offers a range of promotional opportunities for 

housing providers and IT suppliers.

EXCLUSIVE SPONSORSHIP

The Housing Technology 2018 report gives a limited number of housing providers and 

IT suppliers a well-established and respected platform with which to raise 

their profile in housing and demonstrate their commitment and understanding of 

the sector.

NEXT STEPS

Please contact george.grant@housing-technology.com to discuss your 

involvement in The E-State of the Nation 2018 report.
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ABOUT HOUSING TECHNOLOGY
Housing Technology is the no.1 provider of IT, technology  
and telecoms news, comment, information and research 
specifically for the UK social housing sector.

 IT STRATEGY
Established in 2006, the bi-monthly Housing Technology 
magazine and the annual market intelligence report are required 
reading for anyone responsible for IT strategy and delivery within 
UK housing associations. Subscriptions to Housing Technology 
are free and available online from www.housing-technology.com.

 MARKET INTELLIGENCE
Housing Technology publishes a series of annual market 
intelligence reports, white papers and bespoke research on  
behalf of housing associations and IT suppliers. 

COMMUNITY NETWORKING
The annual Housing Technology conference and executive forum 
is now well-established as the leading technology event in the 
social housing sector. Housing Technology also runs a number  
of other smaller, topic-specific seminars and events throughout 
the year.

 RECRUITMENT
Housing Technology’s recruitment service is the only dedicated 
job board for technologists in our sector. Organisations can benefit 
from free job postings and promotion to our large network. If 
you’re looking to fill a vacancy or find a new career opportunity in 
our sector, we can support you.


